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SARNET

SARNET] Secure Autonomous Response NE Tworks, 1s a project funded by the Dutch Research
Foundation. The University of Amsterdam, TNO, KI.LM, and Ciena conduct research on
automated methods against attacks on computer network infrastructure.

Analysing DDoS Defence Mechanisms

In this demonstration we let the viewers interactively analyse DDoS defence strategies. The touch
table interface shows a virtual network under attack and a revenue graph. During the attack the
revenue will decrease because the successtul transactions are disrupted by the malicious trathc. We
challenge the viewer to defend against the attacks by monitoring and changing network aspects,
such as link state and bandwidth, and minimise the impact on the revenue.

SARNET

T'he system records and analyses the
viewers’ solutions and ranks the solution
based on multiple aspects, including
revenue recovery. In this way the
system learns the most optimal
defence against the attack and can
apply them automatically.

T'’he viewer will learn the following;
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 Ant1 DDoS solutions are not trivial;
* DDo>S defence 1s an 1terative proces;
* 'lools are needed for eftective DDo»S response.
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