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Abstract—Fault injection techniques introduce faults into a target in order to alter its intended behavior by controlled environmental changes.
In this research we use backside laser fault injection to characterize
a Cortex-M4 microcontroller. Through different experiments, we can
prove that the intended behavior of the microcontroller can be changed
by modifying instructions. This attack is further extrapolated into a realworld attack, where an authentication mechanism is circumvented.
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I NTRODUCTION

Fault injection techniques introduce faults into a target
by controlled environmental changes, in order to alter its
intended behavior [1]. One of the first examples of fault
injection originates from the observation that chips were
affected by the presence of radioactive particles in the
packaging material when shipped. Due to the interaction
of these particles with the chip, bits would flip and the
behaviour of the chip would change [2].
There are several methods of intentional fault injection
such as varying the supply of voltage, introducing variations into an external clock, changing the temperature or
introducing faults via optical means [2]. These injections
could result in glitches impacting the functionality of a microcontroller so that it is unable to function in the intended
way. Security models such as password verification, secure
boot or separation of OS privileges, often rely on the correct
execution of software by hardware. Fault injection can be a
powerful tool in circumventing these security models [3].
The goal of this project is to characterize the effects
of laser pulses injected into the backside (silicon substrate
side) of an ARM Cortex-M4 32-bit microcontroller (MCU).
The Cortex-M4 is used in embedded systems and Internet of Things (IoT) devices [4]. In order to evaluate the
target’s behavior, we will use a software-based test suite
and develop experiments trying to affect different parts

of the inner workings of the MCU. The main focus is
on modifying instructions and values stored in a register.
The laser glitches will be introduced using Riscure’s Diode
Laser Station (DLS).
This paper is structured as follows: Section 2 outlines
the research question, section 3 presents various fault
injection techniques and background information about
the ARM architecture. Section 4 explains the experiment
setup, whereas Section 5 focuses on describing the research
methodology. Next, Sections 6 and 7 present the results
and discuss their practical application, followed by the
conclusion in Section 8. Finally, Section 9 presents future
work.

2

R ESEARCH QUESTION

The main research question for this project is defined as
follows:
What is the security impact of injecting laser
glitches into a Cortex-M4 based microcontroller?
To support the main research question the following subquestions have been defined:
•
•
•
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How may laser glitches be injected into the MCU so
that it results in a fault?
What are the optimal variables for the laser to introduce faults in the Cortex-M4 MCU?
What behavioral changes occur in the MCU when
injecting laser faults?

R ELATED WORK AND BACKGROUND
Fault injection techniques

Semiconductors are sensitive to light and when exposed,
they might switch transistors from one state to another [5].
As a result, a value in a register or an instruction could
be modified [6]. When executed by the microcontroller, it
produces a different outcome than originally intended.

