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Abstract
Distributed Denial of Service (DDoS) attacks are a serious threat to the Internet since they cause vital
services to become unavailable. Their frequency, magnitude, and complexity has increased in recent years.
This may be attributed to the fact that DDoS-as-a-service systems are provided online at low cost. AMS-IX
wants to investigate if their central position as an IXP can be used to provide an on-demand DDoS defense
service to its customers. Such a construction comes with numerous challenges since IXPs traditionally do not
interfere in the exchange of traffic. Furthermore, the IXP environment has many possible ingress locations
for DDoS attacks and exchanges large amounts of traffic. This complicates the identification process of the
defense mechanism. This research defines several defense principles that take into account the restrictions
that come with the IXP environment. This paper proposes a design for a DDoS defense mechanism that is
applicable to IXP infrastructures in general. The design makes use of the underlying technical infrastructure
seen in IXPs nowadays, such as route servers, access switches, and statistics collectors. The administrator
of the victim AS initiates the detection and mitigation process. The identification phase of the design uses
a threshold-based detection technique to determine the prefix under attack. The source ASes involved in
the attack are identified, after which appropriate mitigation methods are applied. A two-way mitigation
approach is taken by announcing a BGP blackhole next-hop to the source AS or configuring a layer 2 ACL
on the ingress switch. By means of a proof of concept, the interaction between the components used in the
proposed design is tested. Scalability of the design should be taken into consideration and therefore future
work should be performed that examines the applicability of the design in an IXP environment.

