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Securing an outsourced networlk:
Detecting and preventing malware infections
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Agenda

A Introduction
A Research
A Theory

A Hardware
A Software

A Architecture
A HTTPrequest

A Checks
A Demo

A Test

A Summany
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Duration : 25 minutes
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A T-Mobile
A OutsourcedT Service/Management
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Research

a | éduwd malware infection attempts

be detected and prevented from within the
IT infrastructure othe businesshat has
outsourced IT service management or that
allows 'bring your own devifeK ¢

A other research (OS3):

- Detectingthe ghostiinthe browser:
Realitimedetection ofdrive-by infections

- HTTP-Sessiddentification
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A Malware
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A Drive-by downloads e
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© Hacker insents

malicious url o Usees is re-directed

Web User visits
Good Web Site 1o Bad Web site

@) Badsite sends obluscated
exploit for vulnerability
on end user’s system

Malware sends
private data
10 Hacker
Malware installed
without User noticing
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Hardware

Virtual Network OUT
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Software
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proxy server

iptables

sguid

icap client

c-icap server

inktwipAM

squidGuard
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A Scalable

proxy server
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squid server 1 squid server 2  squid server 3 c-icapserver 1 c-icap server 2 c-icap server 3
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