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ÁGeneral computations with GPUs has 
become available (GPGPU)
ÁGPU performances develop fast
ÁHashes can be brute forced with enough 

power
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ÁWhat should we (KPMG) advise our clients 
regarding password length and complexity 
now GPU-based password cracking has 
become reality?
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ÁLength: 6, 8, 10 and 12
ÁCharacters: 0, a, a0, aA0, aA0~
Á5 passwords each
ÁTotal: 4*5*5 = 100 passwords

Á4 tools
Á4 hashes
ÁMD5

ÁNTLM

ÁDCC

ÁOracle 11g
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ÁTotal: 9 tests, 400 hashes, 900 results

ÁTested for single passwords
ÁTest hardware

ÁIntel Core i7 920

Á2x NvidiaGTX295
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ÁParallelvsSerial
ÁSIMD vsSISD
ÁLimited vsFull instruction set

ÁDisadvantage GPGPU

ÁLimited amount of memory available per thread

ÁLimited amount of shared memory

ÁOff-chip memory access takes a lot of cycles

ÁLimited instruction set
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ÁAdvised password length

ÁaA0~ Nine or more characters

ÁaA0 Ten or more characters

Áa0  or  A0 Twelve or more characters

ÁNo differences per hash or tool
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ÁRainbow tables
ÁDictionary attacks
ÁCrack the hashes left
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ÁGPUs become faster and faster

ÁATI 5970  6.1 billion passwords / second (MD5)

Á4 times faster 
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